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1
Decision/action requested

It is requested that the proposal is approved.
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Rationale

3.1
Background

SA3 has agreed to take forward the FS_5GFBS - "Study on 5G security enhancement against false base stations" [1]. 
While a TR skeleton for the FS_5GFBS is still not available, it is only likely that there will be a Clause #5 as usual. The Clause #5 generally contains key-issues with its title, details, security threats, and potential security requirements. Since a TR skeleton is expected to be proposed in this meeting, we are proactively proposing a new key-issue for Clause #5 in order to get an early start.
3.2
Service delivery visibility in UEs
Security visibility is a familiar feature in SA3. In this section, we reason that it is only prudent to augment that feature with "service delivery visibility". SMSes and phone calls are some examples of the services.

For EPS, the security visibility feature is defined in Clause 5.2 of 3GPP TS 33.401 [2] which comprises of UE supporting an indicatioin of non-cihphered calls. 
That feature was then elaborately evolved for 5GS as defined in Clause 5.10.1 of 3GPP TS 33.501 [3]. 
For 5GS, the security visibility feature comprises of UE supporting to give various information to applications (e.g., via APIs). The informations being confidentiality and integrity protection used in AS layer, confidentiality and integrity protection used in NAS layer, bearer information used in AS layer, and algorithms used in AS and NAS layers.
We are proposing to enrich the visibility feature by augmenting UE's support for giving information about how services were delivered to it. To appreciate the benefit of such visibility, consider the following example. An attacker using false base station to send a rogue SMS/call to the UE will fail to do so in a 5G network. But, the attacker could send a rouge SMS/call to the UE using 2G network for a short time (if the UE supports 2G). The attacker's motive could be to send advertisement SMS or to leave a missed-call (known as Wangiri attack). Users of the 2G UEs may reply with SMS or call back to expensive terminating numbers. However, an information that the SMS/missed-call was delivered using 2G network would definitely help to make better judgments (by the UE, or applications in the UE, or users of the UE).
Therefore, it is for the benefit of the whole 5G community if UEs support visibility of service delivery visibility. Both human user and applications in headless IoT devices could make use of such information.
Mind that what we propose is the "support" in the UEs, similar to the currently existing supports in Clause 5.10.1 of 3GPP TS 33.501 [3]. It is out of scope of SA3 to decide "how" the "support" is used.
4
Detailed proposal

*** BEGIN CHANGES ***
[
m]
3GPP TS 33.501: "Security architecture and procedures for 5G System".

*** NEXT CHANGE ***
5.X
Key Issue #X: Support for service delivery visibility in UEs
5.X.1
Key issue details

The 5G system introduced a new security visibility features like visiliby of security algorithms. 
This key issue is about investigating how visibility of services delivered to the UEs could be added to existing security visibility supports which are defined in Clause 5.10.1 of 3GPP TS 33.501 [m]. 
There could be several types of visibility support that are related to services delivered to the UEs. Atleast, the SMSes and calls are the two natural initial candidates. 
5.X.2
Security threats

Lack of support for service delivery visibility in UEs makes it difficult to enable subscribers or applications be aware of security features. Such could ultimately lead to uninformed decisions, e.g., not using secure applications even when security features are available due to lack of information or continuing to use security sensitive applications when security features are temporarily not available (due to some attack attempts by false base stations). The unwanted consequence being related to the following:

-
Rogue services
5.X.3
Potential security requirements

The UEs shall support providing service delivery visibility information to applications in the UE (e.g., via APIs).

*** END OF CHANGES ***
�These references are proposed to be added to Clause #2 References.


�AS is from currently existing text in Clause 5.10.1 in TS 33.501.





